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I. INTRODUCTION
Virtual worlds (and their virtual currencies) can trace their roots to
the days before computers when people gathered to play, for instance,
various board games like Monopoly. As participants in these settings
were understood to be engaged in an interactive form of entertainment,
their actions there were generally recognized to belong to a realm
separate from the real world in which normal rules of the real world
were suspended and new rules of the virtual world were introduced. 2
Originally set forth by Johan Huizinga in 1938, this "magic circle"
concept 3 of the demarcation of games from reality has gained
prominence, at least among scholars and intellectual property lawyers,
in drawing the social and legal boundaries of virtual realms. With the
rise of the Internet, new innovations and challenges often make it
difficult to enumerate the many elements protected within the fuzzy
"magic circle," in particular when plaintiffs resort to outside legal
remedies for internal disputes (e.g., virtual property rights and bots).5 At
1. Refers to the original Monopoly board game by the Parker Brothers from the 1930s
that involved virtual property ownership and trading.
2. Such examples also include sporting events. See PGA Tour, Inc. v. Martin, 532 U.S.
661, 700 (2001) (deciding to grant a disabled individual entrance to a golf competition, but
Justice Antonin Scalia dissented, opining that the law should not interfere with the arbitrary
rules of a game as the law in general would not be able to force a disabled individual into equal
standing with others at a physical competition); see, e.g., GREG LASTOWKA, VIRTUAL JUSTICE:
THE NEW LAWS OF ONLINE WORLDS 102-03 (2010) (describing how the rules and understood

risks of baseball exonerated Carl Mays from the death of Ray Chapman who was struck in the
head by a baseball).
3.

JOHAN HUIZINGA, HoMO LUDENS: A STUDY OF THE PLAY-ELEMENT IN CULTURE 10

(Karl Mannheim ed., R.F.C. Hull trans., Routledge & Kegan Paul 1949) (1944). The modem
application of this terminology to virtual worlds was popularized by Katie Salen and Eric
Zimmerman. See KATIE SALEN & ERIC ZIMMERMAN,
FUNDAMENTALS 95-96 (2004).

RULES OF PLAY: GAME DESIGN

4. See Joshua A.T. Fairfield, The Magic Circle, II VAND. J. ENT. & TECH. L. 823, 82425 (2009) (noting that it would be inappropriate to apply real-world law to virtual harms); see
also Mark A. Lemley, The Dubious Autonomy of Virtual Worlds, 2 U.C. IRVINE L. REV. 575,
578 (2012).
5. See Bragg v. Linden Research, Inc., 487 F. Supp. 2d 593, 595-96 (E.D. Pa. 2007)
(involving the assertion of certain property rights when a virtual world developer confiscated a
user's property); see also MDY Indus., LLC v. Blizzard Entm't, Inc., 629 F.3d 928, 937 (9th
Cir. 2010) (involving a plaintiff who claimed the use of virtual world bots are liable for
copyright infringement and tortious interference of contract); Jagex Ltd. v. Impulse Software,
750 F. Supp. 2d 228, 230 (D. Mass. 2010) (involving a plaintiff who claimed the use of virtual
world bots are liable for copyright infringement and trademark infringement). More recently,
plaintiffs have sought compensation from Google and Linden Lab for confiscation of virtual
property, with the latter being able to reach a monetary settlement with Linden. See Steve
Larson, Virtual Pet Class Action Against Google Wiped Out by Arbitration Clause, STOLL
BERNE CLASS ACTIONS BLOG (July 31,

2012), http://www.stollberne.com/ClassActionsBlog/

2012/07/31/virtual-pet-class-action-against-google-wiped-out-by-arbitration-clause/;

see

also
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the heart of these issues is the growing trend of real monetary trading
(RMT), the exchange of virtual objects with real currencies, which was
estimated in 2011 by the World Bank to have a worldwide market worth
several billion U.S. dollars. 6 However, as we will see in our analysis of
BitCoin, the "magic circle" in regard to RMT can be distinctly drawn
and BitCoin in its present state falls outside of the protection of the
"magic circle" and fits squarely into the domain of U.S. securities
regulation.8
II. AN OVERVIEW OF BITCOIN AND RELATED SCHEMES

A. The Workings ofBitCoin
Considerable attention and investments have been devoted to the
BitCoin enterprise, which started in 2009 based on a computer science
research paper by Satoshi Nakamoto. 9 Built upon a peer-to-peer
Vanessa Blum, Real Money at Stake in 'Second Life' Virtual PropertyDispute, RECORDER (June
7, 2013), http://www.law.com/jsp/ca/PubArticleCA.jsp?id=1202603410513&RealMoney at_
Stake inSecondLife_VirtualPropertyDispute.
6. VILI LEHDONVIRTA & MIRKo ERNKVIST, THE WORLD BANK, KNOWLEDGE MAP OF
THE VIRTUAL EcoNOMY 18 (2011) (discussing the growing trend of RMT accompanied by the
spate of legal challenges); see, e.g., Amended Class Action Complaint at 1, Hernandez v.
Internet Gaming Entm't Ltd., No. 07-21403-Civ-COI-N/SNOW (S.D. Fla. Aug. 17, 2007), 2007
WL 2464467, at *1 (indicating that the defendant had "received tens of millions, if not hundreds
of millions, of dollars by selling . . . virtual property or currency"); see also Complaint at 5,
Blizzard Entm't, Inc. v. In Game Dollar, LLC, No. SACVO7-0589 (C.D. Cal. May 22, 2007),
available at http://www.bannerwitcoff.com/patentarcade/docs/Blizzardv.InGameDollarCompla
int.pdf (defining "virtual gold" sales as "sales of virtual (in-game) gold for real-world money").
These sources indicate that the application of real-world law to virtual harms is weakening the
"magic circle," as this Article demonstrates in the case of BitCoin. See, e.g., Bragg, 487 F.
Supp. 2d at 595-96.
7. Since BitCoin started in 2009, a number of "BitCoin"-style virtual currencies have
emerged. See Frequently Asked Questions, BITCOIN, http://bitcoin.org/en/faq (last visited Oct.
12, 2013) (noting that an alternative set of online currencies exist). These lesser-known
currencies include LiteCoin, DevCoin, PPCoin, TerraCoin, NameCoin, IxCoin. See VIRCUREX,
https://vircurex.com/ (last visited Oct. 12, 2013) (noting the current exchange rates for a number
of online currencies). VirCurEx is a virtual currency exchange website that allows users to store
and trade online currency. Id These knockoff virtual currencies boast essentially the same
structural design (i.e., decentralized P2P network) as BitCoin with only cosmetic differences.
See id. For example, TerraCoin claims a 42 million issuance limit instead of 21 million. See,
e.g., About, TERRACOIN (Oct. 6, 2013), http://terracoin.org/about/. Thus, for the sake of brevity,
this Article will focus on BitCoin.
8. See, e.g., SEC v. Shavers, Fed. Sec. L. Rep. (CCH) 97,596 (E.D. Tex. Aug. 6,
2013), 2013 WL 4028182, at *4 (discussing whether Bitcoin investments are securities as
defined by federal securities laws).
9. EUROPEAN CENT. BANK, VIRTUAL CURRENCY SCHEMES 21 (2012), available at
http://www.ecb.europa.eu/pub/pdflother/virtualcurrencyschemes201210en.pdf. Adding to the
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network, BitCoin allows users to pass Bitcoins among themselves via
their computers or phones.'o Since its inception, this originally
theoretical construct with its decentralized nature has been utilized as a
form of virtual currency in the purchase of real world goods and
services." Upon installing the necessary free and open-source software,
a user can send or receive BitCoins from others in a transaction that
requires the sender's private key and the receiver's public key.' 2
Because users do not reveal their real identities to the network,
anonymity is preserved.13 Moreover, a user can have many privatepublic key pairs as a means of recording multiple transactions. Other
users called "miners," who race to solve a computationally intensive
proof-of-work problem and subsequently receive newly minted
BitCoins as rewards, verify these transactions.' 5 For individuals who
find this primary method of obtaining BitCoins too hard, they are
always welcome to purchase BitCoins with real currencies in the
secondary market, which requires a fee paid to the respective exchange
operators, namely Mt. Gox that is said to capture over seventy percent
(70%) of all BitCoin RMT trades globally.' Interestingly, unlike real
world currencies, the number of BitCoins introduced into circulation is
projected to never exceed the 21 million mark.' 7 Current data on the
mysteries of BitCoin and its lack of proper disclosure is the fact that the name of the author is
actually a pseudonym. Id.
10. Id.
11. Id at 21, 24.
12. See id. at 21, 23.
13. Id. at 21. By construction, each BitCoin retains its history of owners, so it may be
possible with special effort to identify the owners through their computers or phones. Id. Despite
this, the leaders of the network themselves have been unable to perform this act. See Dan
Goodin, Man Says He Lost $500,000 in Virtual Currency Heist, REGISTER (June 16, 2011),
www.theregister.co.uk/2011/06/16/bitcointheft claims/ ("Leaders of... Bitcoin say they have
no way to verify one user's claim that hundreds of thousands of dollars worth of digital coins
were plucked from his computer. . . .").
14. See EUROPEAN CENT. BANK, supra note 9, at 21, 23-24.
15. Id. at 23-24. These problems become increasingly difficult over time as the rate of
BitCoins introduced via mining trickles downward. Id. at 24-25.
16. See Press Release, Mt. Gox Co., It's Been An Epic Few Days: What Happened? (Apr.
4, 2013), http://mtgox.com/press_release_20130404.html. This public announcement also
includes a plethora of forward-looking statements aimed to boost investor confidence in
BitCoins and their future value. Id. Further information from Mt. Gox suggests that the United
States is one of the largest, if not the largest, audience for BitCoin. See Multi-Currency Trading,
MT. Gox Co. (Dec. 28, 2011), http://support.mtgox.com/entries/20800336-Multi-CurrencyTrading. For a list of other BitCoin exchanges and other potentially illegal services, see Trade,
BITCoIN WIKI, https://en.bitcoin.it/wiki/Trade (last visited Apr. 29, 2013); Eliminate Bitcoin
Volatility Risk with BitPay, How TO ACCEPT BITCOIN (Mar. 7, 2013), http://www.howtoaccept
bitcoin.com/2013/03/eliminate-bitcoin-volatility-risk-with.html (promoting BitPay to merchants
interested in accepting BitCoins as payment).
17. See EUROPEAN CENT. BANK, supra note 9, at 24.
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total number of BitCoins show that the rate at which BitCoins are
generated by "miners" decrease over time.' 8
B. What Makes BitCoin So PopularThese Days?
Thus far, this Article only highlighted the key structural features of
BitCoin, so what makes BitCoin so popular these days? Based on
BitCoin's decentralized peer-to-peer construct, proponents laud BitCoin
as an alternative currency to existing national currencies controlled by
central banks.19 Without involving an intermediar7, transactions using
BitCoins are reported to be faster and cheaper. 2 The past financial
crisis and ongoing problems in Europe certainly help fuel such claims,
which derive from a pessimistic view of existing financial institutions
and governments and their policies.2 Recent insecurity in Cyprus
involving people's bank deposits are said to have prompted a new surge
of interest in the ready conversion of real currencies into BitCoins.22 As
BitCoin does not depend on central authorities, these BitCoins are
promoted as being immune to (traditional) financial shocks even though
BitCoins themselves have experienced multiple computer security
incidents (e.g., flash crashes and bots) 23 and are not backed by
anything.24 More worrisome is the fact that the popularity of BitCoins is
18. Id.
19. Id. at 19 (discussing how Bitcoins may overcome the limitations of traditional
currencies stemming from a monopolistic supply by central banks).
20. See id. at 21.
21. Id. at 33-45.
22. See Jeff Cox, Bitcoin: Cyprus Sparks Scramblefor DigitalDollars, CNBC (Mar. 28,
2013), http://finance.yahoo.com/news/bitcoin-cyprus-sparks-scramble-digital-164900785.html;
see also Naomi O'Leary, Bitcoin, The City Traders'AnarchicNew Toy, REUTERS, Apr. 1, 2013,
7:01 PM, available at http://www.reuters.com/article/2012/04/01/traders-bitcoin-idUSL6E8E
T5K620120401 (discussing the negative sentiments of people in Europe toward the banking
system and how BitCoin is expected to perform much better than putting their money
elsewhere). Not limited to Cyprus, other parts of the Eurozone, like Spain, have reported that
software for the initial setup for BitCoin is among the most popular downloads. See Brian
Milner, Talk of Market Mania as Bitcoin Digital Currency Surges Past $200, GLOBE & MAIL
(Apr. 9, 2013, 7:09 PM), http://www.theglobeandmail.com/report-on-business/economy/
currencies/talk-of-market-mania-as-bitcoin-digital-currency-surges-past-200/articlel0961205/.
23. See Marc Bevand, Major Attack on the World's Largest Bitcoin Exchange, ZORINAQ
(June 19, 2011, 6:12 PM), http://blog.zorinaq.com/?e=55 (describing an incident that led to a
flash crash from seventeen USD to 0.01 USD briefly, which illustrates the European Central
Bank's (ECB) concern of BitCoin's operational risk among many other risks to payment
stability defined its report); see also EUROPEAN CENT. BANK, supra note 9, at 40. For individual

users in the network, they have sometimes been the victims of illegal bots that gain unauthorized
access to their computers and utilize the processers to make more BitCoins. Id.
24. Because keys are stored locally, their loss cannot be replaced in event of either
negligence or hijacking. See Securing Your Wallet, BITCoIN WIKI (Nov. 14, 2013), https://en.
bitcoin.it/wiki/Securingyourwallet. This weakness has much to do with the overall lack of
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also due to the anonymous user interactions responsible for fostering the
sales and purchases of substances deemed to be contraband in many
jurisdictions (e.g., cocaine and heroin) as well as allegations of money
laundering. 25
C. RelatingBitCoin to OtherLegitimate andIllegitimate Virtual
Currencies in the United States andAbroad
To be sure, BitCoin is not the first of the numerous virtual currency
schemes to date nor will it be the last.26 A 2012 study by the European
Central Bank (ECB) divides virtual currencies into three categories: (1)
closed; (2) unidirectional; and (3) bidirectional.2 7 The closed virtual
currencies are used solely in the internal trade of virtual goods in their
respective virtual worlds. 2 8 Examples of these, such as the Monopoly
board game and pure subscription-based massive multiplayer online
roleplaying games (MMORPGs), abound.29 In this situation, the
purpose of virtual currency is to provide a medium of exchange
emulating familiar notions of money in the real world.3 0 As for the
unidirectional virtual currencies, it makes sense to only consider the
instance where real currencies are entering the virtual world (i.e.,
accountability should things go awry as BitCoin differs from existing fiat currencies in that there
is not a single person or organization that can guarantee BitCoin's existence and there is
certainly no lender of the last resort. See EUROPEAN CENT. BANK, supra note 9, at 40; see

generally John Leyden, Twitter-Control Botnet Mines Bitcoins, REGISTER (Aug. 3, 2011),
http://www.theregister.co.uk/2011/08/03/twittercontrolledbitcoin_botnet/ (listing incidents);
Simon Sharwood, Bitcoin Exchange Shuts After Heist, REGISTER (Sept. 5, 2012), www.the
register.co.uk/2012/09/05/bitfloor-heist/.
25. See Fidel Martinez, Silk Road Cocaine Dealer Pleads Guilty, DAILY DOT (Feb. 5,
2013), http://www.dailydot.com/news/silk-road-online-drug-marketplace-dealer-guilty/
(drug
trafficking); Schumer Pushes to Shut Down Online Drug Marketplace, NBC NEWS (June 5,
2011, 2:53 PM), http://www.nbcnewyork.com/news/local/Schumer-Calls-on-Feds-to-ShutDown-Online-Drug-Marketplace-123187958.html (drug trafficking). A recent guidance report
by the Treasury Department's Financial Crimes Enforcement Network (FinCEN) on BitCoin
itself and related virtual currency entities held that those providing RMT services could fall
under the category of "money services businesses" (MSBs) under the Bank Secrecy Act (BSA)
while noting that its report does not endeavor to discuss whether "those activities comport with
other federal or state statutes, rules, regulations, or orders." DEP'T OF THE TREASURY, FIN.
CRIMES ENFORCEMENT NETWORK, FIN-2013-GOO1, APPLICATION OF FINCEN's REGULATIONS TO
PERSONS ADMINISTERING, EXCHANGING, OR USING VIRTUAL CURRENCIES I n.1, 2 (2013),

available at http://www.fincen.gov/statutesregs/guidance/pdf/FIN-2013-G001 .pdf [hereinafter
FINCEN VIRTUAL CURRENCIES].

26. See EUROPEAN CENT. BANK, supra note 9, at 11 (discussing how numerous virtual
communities create and circulate their own digital currencies).
27. See id. at 5.
28. Id. at 13.
29. Id. (discussing the World of Warcraft Gold virtual currency).
30. Id at 9-11.

WHEN IS BITCOIN A SECURITY UNDER US. SECURITIES LAW?

2013]1

105

buying virtual currency). 3 1 These are extremely prevalent, as the
encompass products offered by entities like Amazon32 and Facebook
and games like MapleStory. 34 Although reasons for their use depend on
the business model, they typically involve greater control by the
business and contain the feature of locking in profits based on a general
interest in the business without the consumer having decided on a
particular product.3 5
Now it is in the last category of bidirectional flows of currencies
between the real and the virtual that we have historically encountered
the most problems. 36 In Europe, the ECB contemplates whether
currencies in this category could be considered e-money under the
Electronic Money Directive or some other regulatory framework,
especially given the number of suspected and documented cases of
fraud and abuse.37 In the United States, there was an important case
involving e-gold, a digital currency that operated under Gold & Silver
Reserve, Inc. 38 As the name suggests, it facilitated the instant exchange
of real world gold ownership and was revealed to be in violation of laws
pertaining to money transmitting entities and money laundering.3 9
Notable features of e-gold that are also present with BitCoin are that egold transactions were irreversible and experienced similar security
weaknesses to BitCoin that encouraged cyberattacks and black market
activities. 40
If a virtual currency has ever made a significant impact on the
31. Id. at 5 (discussing the unidirectional flow of virtual currencies).
32. See Devin Coldewey, Amazon Introduces 'Coins' Virtual Currency for App Store,
NBC NEWS (Feb. 5, 2013, 3:37 PM), http://www.nbc news.com/technology/technolog/amazonintroduces-coins-virtual-currency-app-store-1 B8258050.
33. See Prashant Fuloria, Introducing Subscriptions and Local Currency Pricing,
FACEBOOK (June 19, 2012), https://developers.facebook.com/blog/post/2012/06/19/introducingsubscriptions-and-local-currency-pricing/.
34. See Cash Shop Guide, MAPLESTORY, http://maplestory.nexon.net/shop/cash-shopguide/get-started (last visited Nov. 25, 2013).
35.

See EUROPEAN CENT. BANK, supra note 9, at 18 (discussing the differences between

electronic money and virtual currencies).
36. Id. at 16-17.
37. Id. at 44; see also Grant Gross, Internet Currency Firm Pleads Guilty to Money
Laundering, COMPUTERWORLD (July 21, 2008), http://news.idg.no/cw/art.cfm?id=47E890C317A4-0F78-3 1A91324ABD94BA7.
38. See Gross, supra note 37 (noting that among the many popular uses of e-gold are
child exploitation, investment scams, credit card fraud, and identity theft, all of which were
made possible by anonymity and the lack of proper recordkeeping and registration as a moneytransmitting business under 18 U.S.C. § 1960). Similar concerns with BitCoin prompted the
Electronic Frontier Foundation to decline future donations in BitCoins. See Jim Harper, EFF
Gone Wobbly on Bitcoin, TECH. LIBERATION FRONT (June 21, 2011), http://techliberation.com/

2011/06/21 /eff-gone-wobbly-on-bitcoin/.
39. See Gross, supra note 37.
40. Id.
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money supply of a particular country, it is in China where a large
telecommunications company, Tencent, offered a virtual currency, Qcoin, as a way of purchasing its goods and services via QQ, an instant
messaging service. 41 Clearly, this design belongs to the unidirectional
case as the intention was for users to only buy Q-coins using renminbi.4 2
Consequently, Q-coin became so popular that users and merchants
began to use it among themselves in the transactions of real world
goods and services. 43 Serious concerns arose and measures were taken
to force Q-coin back into the unidirectional category when Chinese
authorities discovered that in a given year the Q-coin transactions
amounted to several billion yuan with annual growth estimated at
20% .4
In another case, instead of issuing virtual currency, Stock
Generation, a website, operated a Ponzi scheme in which investors were
issued "virtual shares" of a list of "virtual companies" described with
high returns.4 5 In a typical pyramid scheme, participants are promised
huge gains from the sale of a fantastic product when in reality such sales
to the public are illusory and the whole enterprise depends solely upon
the recruitment of more participants.4 6 A Ponzi scheme is defined to
rely on this form of recruitment with the main differences from a
pyramid scheme being high returns based on some "clever" investment
by the organizer rather than product sales and the absence of the
payment of commission for attracting more participants. Essentially,
an investor is told to hand over his wealth to a manager, do nothing
except tell his friends, and then expect payment of some exorbitant
amount. In some disturbing ways, BitCoin shares these features in that it
possesses the revolutionary bluster of amazing opportunities and
changing the world normally associated with such fraudulent schemes.48
While telling others about how one feels about BitCoin as the "new
gold" based on a projected cap is permissible, such attempts at
promotion arise from the need for BitCoin to sustain itself by attracting
41.

See EUROPEAN CENT. BANK, supra note 9, at 35.

42. Id. (discussing how the exchange rate of the Q-coin was fixed against the renminbi).
43. Id.
44. Id.
45. SEC v. SG, Ltd., 265 F.3d 42, 45 (1st Cir. 2011).
46. See Debra A. Valentine, Gen. Counsel, Fed. Trade Comm'n, Prepared Statement at
the International Monetary Fund's Seminar on Current Legal Issues Affecting Central Banks:
Pyramid Schemes (May 13, 1998), http://www.ftc.gov/public-statements/1998/05/pyramidschemes.
47. Id.
48. See Kristen Salyer, Ponzi-Scheme Charge is Good News for Bitcoin, BLOOMBERG
(Aug. 7, 2013, 12:29 PM), http://www.bloomberg.com/news/2013-08-07/ponzi-scheme-chargeis-good-news-for-bitcoin.html (discussing charges filed against the owner of Bitcoin Savings
and Trust by the SEC for allegedly operating a Ponzi scheme).
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new participants into its enterprise. No fixed return like 50% is
specified, but the implicit lure is that the value of a BitCoin is expected
to appreciate as more users enter the fold and the demand for BitCoins
skyrockets based on a sense of insecurity with the existing financial
system. 49
Advocates of BitCoin might argue that the decentralized nature of
BitCoin deters this kind of organized crime since there is no central
figure that can make off with the fund containing everyone's BitCoins.
In fact, BitCoins are not issued in exchange for cash, but for solving a
mathematical problem that ultimately requires an investment of
computing power and electricity, which can be quantified, stored, sold,
bought, and stolen (in the context of Trojans and bots that take over a
person's computer and use its processors to "mine" BitCoins for the
hacker's gain).50 Despite the peer-to-peer network, the BitCoin
Foundation board members comprise the leadership in the enterprise,
each of whom benefit financially from this scheme throuh their
dominance of the exchange operations in the secondary market. As the
ease of "mining" BitCoins heavily favors the early participants, new
participants are certainly receiving less out of the enterprise as their
investments go toward supporting their predecessors and BitCoins
become more expensive. Given these concerns regarding BitCoin and
the legal problems associated with similar virtual schemes that were met
with unfortunate endings, it is important that BitCoin and like
currencies start to be brought under the regulation and supervision of
financial authorities. 52
III. WHEN SHOULD INVESTORS BE PROTECTED AND BITCoINs
REGULATED AS SECURITIES?

After experiencing a wave of unscrupulous practices, speculation,
and fraud that led to the Stock Market Crash of 1929 and the ensuing
Great Depression, Congress established the Securities Act of 1933

49. The underlying philosophy that supporters expound is that BitCoin is supposed to be
a "neutral global currency" among many other virtues. See BitCoin for Enthusiasts, BITCOlN,
http://bitcoin.org/en/bitcoin-for-enthusiasts (last visited Nov. 8, 2013). It is undeniable that
many enter with the hope for profit given the occurrence of rampant speculation. See Bevand,
supra note 23.
50. See Peter Coogan, Bitcoin Botnet Mining, SYMANTEC (June 16, 2011), http://www.
symantec.com/connect/blogs/bitcoin-botnet-mining.
51. See EUROPEAN CENT. BANK, supra note 9, at 24; see also Board Members, BITcoN
FOUND., https://bitcoinfoundation.org/about/board (last visited Nov. 8, 2013).
52.

See EUROPEAN CENT. BANK, supra note 9, at 5.

53.

Securities Act of 1933, 15 U.S.C.

§ 77a (2012).
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(Securities Act) and the Securities Exchange Act of 193454 (Exchange
Act) as measures to promote truth in the offering of securities and
integrity in the trading of securities. 5 5 The original definition under
Section 2(a)(1) of the Securities Act describes a security as any of the
following:
[A]ny note, stock, treasury stock, security future, securitybased swap, bond, debenture, evidence of indebtedness,
certificate of interest or participation in any profit-sharing
agreement, collateral-trust certificate, preorganization certificate
or subscription, transferable share, investment contract, votingtrust certificate, certificate of deposit for a security, fractional
undivided interest in oil, gas, or other mineral rights, any put,
call, straddle, option, or privilege on any security, certificate of
deposit, or group or index of securities (including any interest
therein or based on the value thereof), or any put, call, straddle,
option, or privilege entered into on a national securities exchange
relating to foreign currency, or, in general, any interest or
instrument commonly known as a "security", or any certificate of
interest or participation in, temporary or interim certificate for,
receipt for, guarantee of, or warrant or right to subscribe to or
purchase, any of the foregoing. 56
The Exchange Act has a slightly different definition of a security,57
54. Securities Exchange Act of 1934, 15 U.S.C. § 78a (2012).
55. See The Laws that Govern the Securities Industry, SEC. & EXCH. COMM'N (Oct. 1,
2013), http://www.sec.gov/about/laws.shtml.
56. Securities Act of 1933 § 2(a)(1), 15 U.S.C. § 77b(a)(1) (2012).
57. Securities Exchange Act of 1934 § 2(a)(10), 15 U.S.C. § 78c(a)(10):
[S]ecurities [are defined as] any note, stock, treasury stock, security future,
security-based swap, bond, debenture, certificate of interest or participation in
any profit-sharing agreement or in any oil, gas, or other mineral royalty or
lease, any collateral-trust certificate, preorganization certificate or subscription,
transferable share, investment contract, voting-trust certificate, certificate of
deposit for a security, any put, call, straddle, option, or privilege on any
security, certificate of deposit, or group or index of securities (including any
interest therein or based on the value thereof), or any put, call, straddle, option,
or privilege entered into on a national securities exchange relating to foreign
currency, or in general, any instrument commonly known as a "security"; or
any certificate of interest or participation in, temporary or interim certificate
for, receipt for, or warrant or right to subscribe to or purchase, any of the
foregoing; but shall not include currency or any note, draft, bill of exchange, or
banker's acceptance which has a maturity at the time of issuance of not
exceeding nine months, exclusive of days of grace, or any renewal thereof the
maturity of which is likewise limited.
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but courts have held both definitions to be identical58 and in agreement
with the Investment Company Act of 1940s 5 9 usage of an investment
contract.60 Although the statutes attempted to be complete in their
enumeration of specific forms of securities, the term investment
contract was one left open for the courts to define as the Supreme Court
did in SEC v. WJ. Howey Co.,61 a case that determined the sale of 48
citrus trees with the condition that they were managed by an affiliate of
the seller to be a security.62 The flexible test for an investment contract
that originated as a result of Howey must involve (1) an investment of
money; (2) a common enterprise; and (3) an expectation of profits to
derive solely from the efforts of others (i.e., the promoter or a third
party affiliate).6 3
Over the years, this definition has been applied primarily to
unorthodox settings, such as a repurchase agreement of earthworms that
were to be cultivated into great numbers and then marketed to farmers,64
-6
66
participations in a pyramid scheme, 65 and certain business
interests.
67
Usually the first factor is not an issue, and in the case of BitCoin, is
readily met with the investment of real money into Bitcoin (i.e., RMT)
when new participants purchase BitCoins with real currencies or, less
commonly, electricity (and computing power) in the primary market of
mining.
A. An Investment of (Real) Money and Things with Real
Monetary Value
As electricity is a commodity that can be bought, sold, or traded in

58. See Landreth Timber Co. v. Landreth, 471 U.S. 681, 686 (1985).
59. Investment Company Act of 1940, 15 U.S.C. § 80 (2012).
60. See SEC v. Banner Fund Int'l, 211 F.3d 602, 614 (D.C. Cir. 2000).
61. 328 U.S. 293, 301 (1946).
62. Id.
63. Id.
64. See Smith v. Gross, 604 F.2d 639, 641 (9th Cir. 1979). While cases involving the
definition of a security can crop up in the most unlikely settings (e.g., earthworms), the general
substance-over-form approach often weighs in the context and economic realities of the security
in question. See, e.g., United Hous. Found., Inc. v. Forman, 421 U.S. 837, 847 (1975)
(determining a "stock" in name was not actually a security or an investment, but a means for
people to obtain housing).
65. See SEC v. Koscot Interplanetary, Inc., 497 F.2d 473, 481-82 (5th Cir. 1974)
(involving a pyramid business scheme in which entrants recruited others to sell cosmetics when
in fact the venture depended mainly on its ability to obtain fees from new participants).
66. See Williamson v. Tucker, 645 F.2d 404, 425 (5th Cir. 1981) (involving plaintiffs
who asserted that the purchase of a joint venture interest should be treated as an investment
contract).
67. See Koscot, 497 F.2d at 478; Smith, 604 F.2d at 643.
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the real world, 6 8 electricity undoubtedly has real monetary value, even
to the average household not engaged in business since it pays
electricity bills. Computing power also requires an investment of money
into machines and infrastructure.69 Despite the notion of obtaining
BitCoins for "free" without directly handing over real money, the
mining process is widely acknowledged to be extremely difficult,70
costly in time and resources (i.e., electricity and computinF power), and
has become valuable enough to motivate the hijackers. If anything,
electricity and computing power are a crucial investment with monetary
significance in BitCoin, which relies on these two critical resources to
perform the basic function of validating its internal transactions. 72 In the
view of previous opinions by the Securities and Exchange Commission
(SEC), this kind of mining is essentially an unregistered public offering
of so-called "free" stock that satisfies the definition of "sale" or "sell"
under the Securities Act.7 3
Note that this result would apply to other virtual currencies in the
bidirectional and unidirectional categories that normally would only
68. See Energy Commodities, How To TRADE COMMODITIES, http://howtotradecommo
dities.com/electricity.html (last visited Nov. 8, 2013).
69. See, e.g., Agam Shah, IBM Hopes to Power Cloud, Analytics With $1B Linux
Investment, COMPUTERWORLD (Sept. 17, 2013, 10:20 AM), http://www.computerworld.
com/s/article/9242457/IBM hopes_to_Powercloud analytics-withIB Linuxinvestment?pag
eNumber-1.
70. As a consequence, purchasing Bitcoins with real money is the more practical method
of obtaining BitCoins, especially because BitCoins are increasingly harder to mine. See
EUROPEAN CENT. BANK, supra note 9, at 24; see also Vocabulary, BITCOIN, http://bitcoin.org/en/

vocabulary (last visited Sept. 30, 2013).
7 1. Id.
72. Hypothetically, if BitCoin only accepted real currencies, it would still need to operate
its own miners to sustain the enterprise. Bitcoin could become self-sustaining by investing the
investor's money into computers and electricity. Bitcoin's usage of outside miners merely
sidesteps a traditional corporate approach to raising capital from investors to support internal
operations and development. Alternatively, BitCoin could have requested gold, silver, or
commodities with real monetary value in exchange for BitCoins. For a rough analysis of
electricity and hardware costs, see Bitcoin Mining Pool, BITCLOCKERS, http://bitclockers.com/
miningcalculator (last visited Sept. 28, 2013).
73. See Joe Loofburrow, Exchange Act Release No. 7700, 1999 WL 514038 (July 21,
1999); Theodore Sotirakis, Exchange Act Release No. 7701, 1999 WL 514040 (July 21, 1999);
WowAuction.com Inc., Exchange Act Release No. 7702, 1999 WL 514042 (July 21, 1999);
Web Works Marking.com, Inc., Exchange Act Release No. 7703, 1999 WL 514083 (July 21,
1999); see also Press Release, Sec. & Exch. Comm'n, 99-83, SEC Brings First Actions to Halt
Unregistered Online Offerings of So-Called "Free Stock" (July 22, 1999), available at
http://www.sec.gov/news/headlines/webstock.htm. The Securities Act of 1933, Pub. L. No. 112106, § 2(a)(3), 48 Stat. 74 (1933) broadly defines "sale" or "sell" to include "every contract of
sale or disposition of a security or interest in a security, for value" and further states "[a]ny
security given or delivered with, or as a bonus on account of, any purchase of securities or any
other thing, shall be conclusively presumed to constitute a part of the subject of such purchase
and to have been offered and sold for value." Id.
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require real currencies in exchange for virtual currencies.74 Here, the
case with BitCoin is even stronger than most virtual worlds that allow
bidirectional RMT 75 because whereas some users in Second Life may
argue that their interests do not require them to participate in the RMT
exchange, all users in BitCoin engage in bidirectional RMT-the
alternative currency purpose of BitCoin. Hence, the "magic circle"
clearly does not apply in this situation with BitCoin.
B. Three Meanings of Common Enterprise
Regarding the second Howey factor, the courts have been quite
inconsistent in their approaches in interpreting "common enterprise." 7 7
Generally, there are two lines of interpretation: the horizontal, which
looks at the relationships among the investors, and the vertical, which
examines the relationship between the investors and the promoter.
Specifically, horizontal commonality considers the pooling of interests
and money by multiple investors in a common venture. 79 Vertical
commonality is further split into broad commonality and narrow
commonality.s0 The former looks at the performance of the investors
74.

See EUROPEAN CENT. BANK, supra note 9, at 15-16.

75. Id.
76. Because of the initial alternative currency motive for creating the BitCoin project,
some have argued that BitCoin should be considered a medium of exchange rather than a
security. See Reuben Grinberg, Bitcoin: An Innovative Alternative Digital Currency, 4
HASTINGS SCi. & TECH. L.J. 159, 160 (2012); see also Nikolei M. Kaplanov, Note, Nerdy

Money: Bitcoin, The Private Digital Currency, and the Case Against Its Regulation, 25 Lov.
CONSUMER L. REv. 111, 114 (2012) (arguing that BitCoin should be a community currency).
This view works from the presumption that currencies and investments are somehow mutually
exclusive. On the contrary, foreign real world currencies are regularly the subject of investment
and speculation. See Realtime Foreign Exchange (FOREX), INO.CoM, http://quotes.ino.com/
exchanges/exchange.html?e=FOREX (last visited Nov. 21, 2013). If Microsoft shares could be
broken down to eight decimal places like BitCoin, then those stocks can just as easily be a form
of alternative currency. For BitCoins, promoters like Mt. Gox have taken every opportunity to
remind investors that BitCoins are "designed to have [their] value increase over time." See Press
Release, Mt. Gox Co., supra note 16. This is correct because not only are BitCoins said to be
limited to an issuance of 21 million, but as BitCoins are lost due to mishaps, they are not
recoverable and thus are permanently lost. See Kaplanov, supra, at 121. The combination of
these two features is, in effect, deflation, as strong incentives are given to investors to hold onto
their BitCoins rather than to spend them and therefore possibly negating the entire medium of
exchange concept in this particular case.
77. See SEC v. W.J. Howey Co., 328 U.S. 293, 301 (1946).
78. See SEC v. ETS Payphones, Inc., 300 F.3d 1281, 1284 (11th Cir. 2002) (horizontal
commonality); SEC v. Eurobond Exch., Ltd., 13 F.3d 1334, 1339 (9th Cir. 1994) (vertical
commonality).
79. SeeETSPayphones, Inc., 300 F.3d at 1284.
80. See Williamson v. Tucker, 645 F.2d 404, 425 (5th Cir. 1981) (broad vertical
commonality); EurobondExch., 13 F.3d at 1339 (narrow vertical commonality).
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dependent on the promoter's effort or expertise while the latter focuses
on whether gains or losses of both the promoter and the investors are
correlated.8 ' Although a number of articles have grappled with a
common definition for common enterprise, 82 this Part III will cover all
of the bases by demonstrating that all three judicial interpretations of a
common enterprise are satisfied with BitCoin.
C. Horizontal Commonality
Under the peer-to-peer network, all of the participants who invest
their money (or the equivalent in electricity and computing power) into
the BitCoin entity are exposed to the same risks both in terms of
network security and the ever-fluctuating value of the virtual BitCoin
object itself. 83 An analogy can be made for BitCoin as a "company"
continuously issuing "shares" that are not to exceed the limit of 21
million total number of "shares." 84 These are, of course, not shares of
official ownership. However, due to the purported finite amount, the
shares do confer some degree of say in the whole enterprise. This is
because an individual or a group of individuals with a sufficient amount
of shares can influence the direction of the enterprise, whose value (and
reputation) depends directly on the value (and volatility) of BitCoins in
the secondary market. By investing in a unit of BitCoin, a user is
holding a stake in how BitCoin fares regarding its current performance,
future projections, and internal policies, especially with the exchange
operators.
D. Broad Vertical Commonality
In spite of BitCoin's decentralized nature, it is clear that BitCoin
does have leadership centered at the BitCoin Foundation. By acting as
the chief promoter of BitCoin to the public, this organization has
attracted quite a following worldwide with several hundred paying
subscribers listed on its site. 86 While several hundred globally may not
81. Only the Ninth Circuit accepts narrow vertical commonality, which, to some extent,
failed to apply in the case of fixed high returns. See SEC v. Edwards, 540 U.S. 389, 394 (2004).
82. See Ryan Borneman, Why the Common Enterprise Test Lacks a Common Definition:
A Look Into the Supreme Court'sDecision of SEC v. Edwards, 5 U.C. DAVIS Bus. L.J. 16, 16
(2005); James D. Gordon III, Defining a Common Enterprisein Investment Contracts, 72 OHIO
ST. L.J. 59, 60-62 (2011).
83. See EUROPEAN CENT. BANK, supra note 9, at 25-27; see also Market Capitalization,
BLOCKCHAIN, https://blockchain.info/charts/market-cap (last visited Nov. 8, 2013).
84. See Kaplanov, supra note 76, at 121.
85. See supra text accompanying note 51.
86. See Developing a More Open Economy, BITCoIN FOUND., https://bitcoinfoundation.
org/about/ (last visited Sept. 28, 2013); Members, BiTcoN FOUND., https://members.bitcoin
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appear to be substantial, in the anonymous peer-to-peer setting, the
Foundation stands out as a success. The organization is more than a
figurehead as members of the Bitcoin Foundation board lead the
technical development of BitCoin and exert a dominant presence in its
commercial operations through Mt. Gox, the largest exchange for
BitCoins and real currencies. Referring back to the earlier "company"
analogy of BitCoin, the "company" as the promoter spends considerable
effort attracting new participants who are then incentivized to recruit
additional participants because the additional participants make their
original investment in BitCoin more valuable since the enterprise feeds
off of a common trust, whether or not that trust is misplaced. In taking
charge of the technical development, the Foundation provides the
expertise required to improve the enterprise and its digital security.
E. Narrow Vertical Commonality
As Part III.D established, the role of the Bitcoin Foundation is the
chief promoter of BitCoin,90 and the promoter's commercial entities
(e.g., Mt. Gox) take a percentage fee-based approach to secondary
transactions between BitCoin and the real currency. 9 ' This is quite
different than the standard approach of businesses that have users pay
for their virtual currency directly (i.e., positive seigniorage). 92 However,
the economic reality provides that as the value of the BitCoin
investment rises against official currencies, the fees taken from
transactions involving BitCoins and other currencies naturally increase.
foundation.org/current (last visited Sept. 28, 2013). In the distant future, the role of promoter
and issuer may change as BitCoin itself evolves. Assuming that BitCoin lasts for many years to
come under the current rules, the increase in mining difficulty will restrict mining operations to
an elite group of persons who can either (1) directly bear the enormous costs of mining for
themselves or (2) organize a pool of miners. In either case, it is possible that a new governance
structure will emerge in BitCoin where this elite group would command a sufficiently large
portion of computing power and thereby serve as the ones who run BitCoin with the ability to
make new rules and change existing ones. Instead of BitCoin being a "decentralized" construct
immune to any interference, BitCoin will share the features of a traditional corporation whose
management is comprised of the elite group of miners. For a technical discussion that lends
support to this hypothesis, see Joshua A. Kroll et al., The Economics of Bitcoin Mining or,
Bitcoin in the Presence of Adversaries (2013), available at https://www.cs.princeton.ed/-kroll/
papers/weis1 3-bitcoins.pdf.
87.

See EUROPEAN CENT. BANK, supra note 9, at 5; see also Press Release, Mt. Gox Co.,

Mt.Gox & Coinlab Announce Strategic Partnership to Bolster American Presence, Celebrate
$1/2 Billion per Year in Annualized Trades (Feb. 28, 2013), https://mtgox.com/press release
20130228.html.
88. See Developing a More Open Economy, supra note 86.
89. Id.
90. Id.
91. See Fee Schedule, MT. Gox (Dec. 11, 2011), https://www.mtgox.com/fee-schedule.
92. See Fuloria,supra note 33.
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Moreover, as the demand for BitCoin increases, the number of such
transactions is also likely to increase due to new interest and new
participants streaming in offering to buy BitCoins. In the other
direction, lower fees correspond to declining interest in BitCoin and
declining value of BitCoins. As if investor-promoter interests and
profits could not be more directly aligned, the leading members of the
BitCoin Foundation are paid in BitCoins as part of, or in place of, their
salaries.93
F. Expectation ofHigh Profitsfrom the Work of Others
To consider the last factor, one should examine three possibilities: an
expectation of a loss, an expectation of no profit, and an expectation of
profit. Assuming the investor is rationally minded, one may ignore the
first possibility. For the other two, some have suggested that BitCoin is
not an investment vehicle; rather it is a kind of neutral medium designed
for the exchange of goods and services. 94 The lead developer of BitCoin
and a BitCoin Foundation board member, Gavin Andresen, as part of
the aforementioned efforts of the promoter, counters by stating, "Bitcoin
is an experiment. Treat it like you would treat a promising Internet startup company: maybe it will change the world, but realize that investing
your money or time in new ideas is always risky."95 Risky indeed, as
flash crashes, hacks, Trojans, temporary shutdowns, and illiquidity
coupled with extreme volatility based on trust in an unsecured
currency96 have made BitCoin one of the least neutral mechanisms one
can put money in. Unless one lives in a risk-neutral world, these high
risks along with Andresen posing BitCoin as a start-up usually involve
high expected returns. 9 7 In a report by Reuters, a variety of people
including professional traders from Morgan Stanley and Goldman Sachs
in New York and London have expressed their optimism as an
opportunity to make a "quick 2000%."98 Opinions elsewhere on the
Internet voice similar sentiments as the FinancialTimes has coined its
series of articles on BitCoin the "BitCoinMania Series." 99 Historical
data lends support to these views as the value of BitCoin is shown to
have risen to around $140 in the most recent bubble. 00 Understanding
93.

See infra note 101 and accompanying text.

94.

See EUROPEAN CENT. BANK, supra note 9, at 27.

95. Id.
96. See id. at 25-27.
97. Id. at 27.
98. O'Leary, supra note 22.
99. See Izabella Kaminska, Of BitCoins and RINs, FIN. TIMES (Apr. 4, 2013), http://ft
alphaville.ft.com/2013/04/04/1448072/of-bitcoin s-and-rins/.
100. Noam Cohen, Bubble or No, This Virtual Currency is a Lot of Coin in Any Realm,
N.Y. TIMES (Apr. 7, 2013), http://www.nytimes.com/2013/04/08/business/media/bubble-or-no-
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that these expectations of (real) profits derive from the publicity efforts
and continued security maintenance of the promoter,' 0' this Article
concludes that BitCoin satisfies the final factor and is a security under
the definition of an investment contract. In addition, while the
unidirectional case required an investment of real money, it does not
generate an expected real profit when considering the last factor.
G. Drawing the "Magic Circle"
To summarize, based on the ECB's classification for virtual
currencies, virtual currencies under the closed category fail to satisfy the
"investment of money" factor because no real money is officially
involved. Virtual currencies under the unidirectional category do not
satisfy "the expectation of profits" factor because such investments of
real money do not lead to real world gains, but instead, typically virtual
goods and services. 102 In both of these cases, the participants engaged in
virtual currency transactions are doing so for non-real investment
purposes (e.g., entertainment and consumer purchases), which are often
accompanied by an internal set of rules and policies. Had BitCoin been
a purely mathematical construct or one of the above two types of
currencies, "protecting investors" in BitCoin would probably not be
necessary and most likely does more harm than good by interfering with
the norms of the virtual world.
On the other hand, investors in BitCoin in its current existence (and
volatility) can realize (large) gains or incur (large) losses in the real
world through bidirectional RMT. Indeed, joining the list of the many
Ponzi con artists that the SEC investigates and prosecutes each year, a
man in Texas has been charged with running a Ponzi scheme using
BitCoins. 0 3 Unlike those within games or virtual services, fraud and
virtual-bitcoins-show-real-worth.html?pagewanted=1&_r-1&hp& (noting that despite the
widely perceived speculative bubble, some investors state that BitCoins are undervalued, and
can be expected to gain further, given its value to people and organizations that want their
transactions to fly under the government radar),
101. The term "solely" in the original Supreme Court definition for an investment contract
can extend to where the promoter's efforts are predominant and the investor's efforts are
passive. See, e.g., SEC v. Life Partners, Inc., 87 F.3d 536, 545 (D.C. Cir. 1996); Rivanna
Trawlers Unlimited v. Thompson Trawlers, Inc., 840 F.2d 236, 240 (4th Cir. 1988).
102. Businesses like Amazon that offer virtual currency for its real world goods may
appear as exceptions; however, such real world goods (e.g., a hardcover book) do not translate
into profit for the consumer as the consumer is essentially purchasing the good.
103. See SEC v. Shavers, Fed. Sec. L. Rep. (CCH) 1 97,596 (E.D. Tex. Aug. 6, 2013),
2013 WL 4028182, at *1. In SEC v. Shavers, the SEC naturally extends the familiar notion of
interests in Ponzi schemes using national currencies to BitCoin Savings and Trust (BTCST)
offerings without having to venture to rule that BitCoin itself is a security. Id. at *2. While this
action represents a great leap forward in catching up to criminals who dress their traditional
investment scams in "virtual currency clothing," the bigger issue of if and how to regulate these
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abuse involving BitCoin in this setting can lead to far-reaching real
world consequences for not only investors but also other members of
the public through illegal activities, such as terrorist financing, drug
trafficking, and money laundering. 104 As these concerns warrant
governmental scrutiny, it is with good public policy and legal reasons
that BitCoin, and perhaps other currencies like it, no longer belong in
the "magic circle" typically reserved for games. 05

IV. DOES BITCOIN VIOLATE THE RESTRICTION ON THE OFFERING OF
UNREGISTERED SECURITIES?

Because BitCoins are not registered securities and do not belong
within the "magic circle," one immediate question that arises is whether
BitCoin qualifies for any of the regulatory exemptions that would allow
BitCoins to be issued in the United States. The key motivation for these
exemptions comes from the fact that a formal registration with its
disclosure requirements and underwriters tends to be an expensive and
time-consuming process. The settings for which such a registration
process may be too burdensome for businesses and therefore likely
virtual currencies themselves remains in the United States.
104. The list here is neither inclusive nor purely speculative, as other crimes, such as
extortion against Mitt Romney facilitated by user anonymity, have been allegedly committed.
See Press Release, Dep't of Justice, 13-721, Tennessee Man Indicted for Romney Tax Return
Fraud and Extortion Scheme (June 26, 2013), availableat http://www.justice.gov/opa/pr/2013/
June/13-crm-721.html. For a more comprehensive official review of U.S. concerns of BitCoin's
utility to criminals, see FEDERAL BUREAU OF INVESTIGATION, BITCOIN VIRTUAL CURRENCY:
UNIQUE FEATURES PRESENT DISTINCT CHALLENGES FOR DETERRING ILLICIT ACTIVITY (2012),
available at http://www.wired.com/imagesblogs/threatlevel/2012/05/Bitcoin-FBI.pdf.
105. The reactions of authorities in foreign jurisdictions have been mixed. See Vitalik
Buterin, A Recap of Mega-Corporateand Government Attention on Bitcoin This Past Year,
BITCOIN MAG. (Sept. 25, 2012), http://bitcoinmagazine.com/a-recap-of-mega-corporate-andgovernment-attention-on-bitcoin-this-past-year/. In Germany, BitCoin is tolerated as a
commodity, whereas e-money has the requirement that it derives its value from legal tender
currencies.
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available

at

http://www.finanstilsynet.no/Global/Venstremeny/Rapport/2012/ROS-analyse 2011 .pdf. In a
similar move to the one by the SEC against Mr. Shavers, Comissdo de Valores Mobilidrios, the
Brazilian equivalent of the SEC, ordered the shutdown of a dubious BitCoin investment fund
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2013]

WHEN IS BITCOIN A SECURITY UNDER US SECURITIES LAW?

117

subject to an exemption typically come in three flavors: small business
offerings, intrastate offerings, and private placements.ios Because
BitCoins are hardly localized to any particular state and open to the
public, this Article will focus the discussion on the former.
With concern for overregulation in mind, the Securities Act allows
the SEC to,
[F]rom time to time by its rules and regulations . . . add any
class of securities to the securities exempted . . . if it finds that the

enforcement of this subchapter with respect to such securities is
not necessary in the public interest and for the protection of
investors by reason of the small amount involved or the limited
character of the public offering .... 107
For practical purposes, the SEC has implemented these wishes of
Congress in the form of Regulation A for (mini) registration offerings
up to $5 million' 0 8 and Regulation D for both small offerings up to $1
millionl 09 and nonpublic medium-sized offerings up to $5 million and
35 "nonaccredited" investors." 0 The popular nature of BitCoin clearly
invalidates the latter as we are left to consider if BitCoin offerings in
any continuous 12-month period exceed the $1 million cap, or the $5
million cap should BitCoin decide to proceed with a (mini) registration
process.
Based on an existing secondary market for BitCoins, namely Mt.
Gox, the fair market value of a BitCoin has oscillated somewhere
between $10 and $200 in recent months."' A more precise analysis was
conducted using historical price data on BitCoins from July 10, 2010 to
April 20, 2013. 12 By taking 12-month moving averages of daily lows,
one finds that, for instance, the average price for a BitCoin was $19.99
from April 21, 2012 to April 20, 2013. The rate of issuance, however,
varies, as the algorithm is described to generate 50 BitCoins per block
106. See 17 C.F.R. §§ 230.147, .504-.506 (2013).
107. Securities Act of 1933 § 3(b)(1), 15 U.S.C. § 77c(b)(1) (2012). The statute further
adds, "no issue of securities shall be exempted under this subsection where the aggregate
amount at which such issue is offered to the public exceeds $5,000,000." Id.
108. 17 C.F.R. § 230.251.
109. Id. §§ 230.504, .501. Typically, general solicitation is not permitted unless the
offering qualifies for a blue sky state law exemption.
110. See id. § 230.501(a). For these purposes, it is assumed that a "nonaccredited" investor
is anyone who is not an "accredited" investor.
111. Bitcoin Market Prices, BLOCKCHAIN, http://blockchain.info/charts/market-price (last
visited Nov. 8, 2013).
112. See BITCOIN CHARTS, http://bitcoincharts.com/charts/mtgoxUSD#tgSzmlgl0zm2g2
5zv (last visited Oct. 14, 2013).
113. Id.
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mined for the first 210,000 blocks, 25 BitCoins per block mined for the
second 210,000 blocks, 12.5 BitCoins per block mined for the third
210,000 blocks, and so on.l1 4 Each block takes on average roughly 10
minutes to mine. 11 5 As it turned out, the decrease to 25 BitCoins per
block occurred on November 28, 2012.116 If one looks at the 12-month
moving average price for the previous day using daily lows, November
27, 2012, a conservative estimate would place the value of the public
BitCoin offering from November 29, 2011 to November 27, 2012 at
over $18 million (i.e., multiply the average value of the BitCoin for the
12-month period with the number of BitCoins generated during that
period). 117 Repeating this calculation for other 12-month periods places
BitCoin well beyond either exemption for any given day from July 21,
2011 to April 20, 2013 solely by the size of its offerings.
On a related note, a number of BitCoin promoters have created
exchange facilities that form a rapidly developing secondary market for
BitCoins worldwide.' 19 Arguably, Mt. Gox may qualify for the limited
trading volume exemption, especially when compared to, say, the New
York Stock Exchange with monthly trading volume totaling several
trillion USD. The statutory rationale however suggests that an
exemption should be granted only when "it is not practicable and not
necessary or appropriate in the public interest or for the protection of
investors to require such registration." 2 0
Alternatively, a BitCoin exchange may opt to go through the
alternative trading system route as defined by the SEC in Regulation
ATS that would not require it to register as an exchange but
nevertheless mandates certain reporting requirements (e.g., quarterly
filing).121 This should bring about greater transparency in a market
where obtaining basic contact information about certain exchange
114. See Frequently Asked Questions, supra note 7.
115. Id.
116. Bitcoin Mining Pool, supra note 72 (containing tables of electricity, computing costs
for mining BitCoins, and listing November 28, 2012 as the date for which the rate of BitCoin
mining changed). Observe that if one uses January 3, 2009, the date of creation of the first
block, as the start for BitCoin, the day at which the rate of issuance changed from fifty BitCoins
per block to twenty-five BitCoins per block should be around the end.of 2012.
117. See Bitcoin Market Prices, supra note 111; Bitcoin Currency Stats, BLOCKCHAIN,
http://blockchain.info/stats (last visited Nov. 15, 2013).
118. See Bitcoin Market Prices, supra note 111. It is entirely possible that in the future,
BitCoins could fall under the $1 million cap should the value of BitCoin or the rate of issuance
becomes sufficiently low.
119.

See EUROPEAN CENT. BANK, supra note 9, at 33.

120. 15 U.S.C. § 78(e) (2012). An example would be the Arizona Stock Exchange, which
closed in 2001. See Notice of Application for Exemption: Tradepoint Financial Networks plc,
Exchange Act Release No. 34-40161, 67 SEC Docket 943 (July 2, 1998).
121. See 17 C.F.R. §§ 242.300-.303 (2013).
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entities (e.g., Vircurex) can be a difficult, if not an impossible, task.122
V. HAVE BITCoIN PROMOTERS BEEN ENGAGED IN ANY MATERIAL
MISREPRESENTATIONS OR OMISSIONS?

To compensate for the Securities Act, which was limited to
prohibiting the fraudulent sale (not purchase) of securities, the
Exchange Act created Rule 1Ob-5, which states,
It shall be unlawful for any person, directly or indirectly, by the
use of any means or instrumentality of interstate commerce, or of
the mails or of any facility of any national securities exchange,
(a) To employ any device, scheme, or artifice to defraud,
(b) To make any untrue statement of a material fact or to omit to
state a material fact necessary in order to make the statements
made, in the light of the circumstances under which they were
made, not misleading, or
(c) To engage in any act, practice, or course of business which
operates or would operate as a fraud or deceit upon any person,
in connection with the purchase or sale of any security. 3
Now numerous persons to date have made public statements,
especially on the Internet, in an effort to promote BitCoin and its value
to investors.124 As many of these that are found on forums and sporadic
blog posts are likely to be immaterial,1 25 this Article illustrates several
122. Aside from prices and an e-mail address, participants do not provide much other
information. See, e.g., VIRCUREX, supra note 7. Additional computer security issues may need to
be resolved, as exchanges have been documented to have their user balances "magically"
disappear overnight. See Devin Coldewey, $250,000 Worth ofBitcoins Stolen in Net Heist, NBC
NEWS (Sept. 5, 2012), http://www.nbcnews.com/technology/technolog/250-000-worth-bit coinsstolen-net-heist-98087 1.
123. 17 C.F.R. § 240.10b-5 (2013).
124. See, e.g., Rick Falkvinge, Why I'm PuttingAll My Savings Into BitCoin, FALKVINGE
& Co. INFOPOLICY (May 29, 2011), http://falkvinge.net/2011/05/29/why-im-putting-all-mysavings-into-bitcoin/; Jay Yarrow, Fred Wilson: Here's Why I am Investing in Bitcoin, Bus.
INSIDER (May 9, 2013), http://www.businessinsider.com/fred-wilson-heres-why-im-investingin-bitcoin-2013-5.
125. The issue of materiality can be a highly contested matter often resolved in court. In
the past, the Supreme Court has determined that "there must be a substantial likelihood that the
disclosure of the omitted fact would have been viewed by the reasonable investor as having
significantly altered the 'total mix' of information made available." TSC Indus., Inc. v.
Northway, Inc., 426 U.S. 438, 449 (1976). For instance, it would be of questionable materiality
if a random blogger made a sensationalistic posting about how he feels BitCoin will appreciate
"like crazy." See Falkvinge, supra note 124. This Part V focuses on official releases to the
public made by organizations that exert substantial influence, if not direct control, over BitCoin.
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notable instances where statements come from "official" entities that
perform leading roles in the BitCoin network.
From the Bitcoin Foundation, the organizational entity whose board
members are prominent leaders in both the technical and business
aspects of BitCoin,126 "[c]ryptography is the key to Bitcoin's success.
It's the reason that no one can double spend, counterfeit or steal

Bitcoins."l 2 7
This is the fundamental message that BitCoin promoters try to
send-a currency made from and protected by a mathematical algorithm
and thereby free from the faults and influences commonly associated
with humans.128 To the unsophisticated investor or someone unfamiliar
with the technology of BitCoin, BitCoin sounds like a secure alternative
to putting money into existing financial institutions and governments
that have too often been wracked with failures and scandals in the
media. But as Paul Krugman, an American economist and recipient of
the 2008 Nobel Prize in Economics, notes, such a technological utopian
belief about BitCoin sold to prospective BitCoin investors is a major
"philosophical misconception," as money derives its value not
necessarily from how it is created or what is made of but from general
social acceptance (i.e., the expectation of others accepting BitCoin as
payment).
It would certainly be misleading to suggest that an
algorithm or cryptography has the capability to make BitCoin a better
and more secure alternative to the current financial system that already
utilizes such technologies for its accounts and transactions. Moreover,
the supporting statement claiming that no one can counterfeit or steal
BitCoins is a factual lie as numerous incidents have been reported
involving the theft and the unauthorized minting of BitCoins.130
126. The board members declare themselves "an organizing body for Bitcoin." We're All
Part of the Same Chain, BITCOIN FoUND., https://bitcoinfoundation.org/about/why (last visited
Oct. 12, 2013). For discussion of the issuer, see infra note 136.
127. Developing a More Open Economy, supra note 86. One potentially cautionary
statement, "[t]his means that-ultimately-[BitCoin] is only as good as its software design," is
practically a tautology, since BitCoin is made out of computer code. Id. A more useful thing to
make clear to investors would have been the workings of the BitCoin algorithm itself and its
associated risks, which so far can only be gleaned from various third party sites and Wikipediastyle articles.
128. See Paul Krugman, The AntisocialNetwork, N.Y. TIMES (Apr. 14, 2013), http://www.
("We have
nytimes.com/2013/04/15/opinion/krugman-the-antisocial-network.html?hp&_r-0
elected to put our money and faith in a mathematical framework that is free from politics and
human error."); see also Frequently Asked Questions: Why Do People Trust Bitcoin?, BITCON,
http://bitcoin.org/en/faq#why-do-people-trust-bitcoin (last visited Oct. 12, 2013).
129. Krugman, supra note 128.
130. See 17 C.F.R. § 240.10b-5 (2013); see also Alistair Charlton, BitCoin Traders
Robbed as Mt. Gox Exchange Attacks Continue, INT'L Bus. TIMES (Apr. 12, 2013),
http://www.ibtimes.co.uk/articles/456466/20130412/bitcoin-exchange-ddos-attacks-continuetraders-robbed.htm; Gerry Smith, How Hackers Could Burst the Bitcoin Bubble, HUFFINGTON
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In a separate release from the Bitcoin Foundation, "[a]s the Bitcoin
economy has evolved, we have all noticed barriers to its widespread
adoption-botnets that attempt to undermine the network, hackers that
threaten wallets . . . ."131
The hijacking and theft incidents that BitCoin has witnessed are not
merely attempts or threats (that have been successfully resolved or
thwarted) but ongoing occurrences that continue to deprive holders of
BitCoins of their BitCoins. These actual incidents range from individual
user accounts being hijacked and losing large sums of Bitcoins to bots
engaged in counterfeiting to an exchange losing its entire inventory.1 32
Although not a material misrepresentation per se, Bitcoin
Foundation's statement and elsewhere in the document specifically
lacks discussion of the many successful BitCoin security breaches in an
attempt to downplay the severity of the flaws of BitCoin.13 3 From the
statement, it would also appear as if these problems were historical and
do not greatly affect current user investments in BitCoin.134 Too often,
the identities of the perpetrators remain unknown and losses are
unrecoverable. 3 5
As for information regarding management integrity,136 the full
POST (Apr. 11, 2013), http://www.huffingtonpost.com/2013/04/1l/hackers-bitcoin-n_3052648.
html.
131. We're All Partof the Same Chain, supra note 126.
132. See Smith, supra note 130.
133. See We're All Part of the Same Chain, supra note 126 (downplaying prevalence and
severity of BitCoin's security flaws); see, e.g., Charlton,supra note 130; Smith, supra note 130.
134. See We're All Partof the Same Chain, supra note 126.
135. Smith, supra note 130. Theories on ways of tracking BitCoin users in the anonymous
network have nevertheless been proposed. See infra note 172.
136. An interesting question to ask with regard to management concerns is the identity of
the issuer. Strictly speaking, the BitCoin algorithm mechanism is the one automatically
performing the issuance of BitCoins around the clock. However, absent any intelligence or
decision-making, this is no different than the ATM found on the street that "issues" dollar bills
to anyone who enters in the right numbers. Because securities law has yet to properly consider
this new development, one can turn toward copyright law, where the Commission on New
Technological Uses of Copyrighted Works (CONTU) has offered some guidance on a related
matter addressing questions of authorship for computer-generated works. See NAT'L COMM'N
ON NEW TECHNOLOGICAL USES OF COPYRIGHTED WORKS, FINAL REPORT (1979). Specifically,

the Commission does not assign authorship to the computer program itself. Id. at 45. While it
further adds that the author should be the user of the computer program (e.g., Microsoft Paint
software), this rule breaks down if one considers dynamic screensaver images generated
randomly from an algorithm written by the creator. The Commission recognized that "the
dynamics of computer science promise changes in the creation and use of authors' writings that
cannot be predicted with certainty." Id. at 46. The more modem setting with BitCoin is more
likened to the screensaver analogy where the BitCoin algorithm here is extending the "human
power" of issuance and such design and responsibility rests not with the user of the algorithm
(i.e., miner) but with the creator of the algorithm. Now multiple authors may be involved in the
algorithm, but so far credit and public recognition are assigned to Andresen. If this were to
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disclosure of potential conflicts of interest is typically considered highly
material.137 In a separate statement found in a New York Times article,
Andresen receives payment in the form of BitCoins as part of his
executive compensation.1 38 An undated release from the Bitcoin
Foundation1 39 hints at a possibility of this fact but offers no further
updates or specific details despite the Foundation's "commitment to
transparency" and its goal in "mak[ing] the Foundation's assets public
information."l 40 The Foundation's selfless evangelistic message 4 1
about exchanging resources and ideas more freely to prospective
investors could come closer to the whole truth with the revelation of
how much these chief promoters of BitCoin stand to gain financially as
other board members are described to be engaged in commercial

BitCoin ventures.1 42
In addition to the Bitcoin Foundation, Mt. Gox, the dominant
BitCoin exchange entity in the secondary market, has promoted the
stability and security of the BitCoin on many occasions.14 Consider the
following statement directed toward BitCoin investors in a falling
market,
I understand that many of you have a lot at stake here, but
remember that Bitcoin, despite being designed to have its value
increase over time, will always be the victim of people trying to
abuse the system, or even the value of Bitcoin decreasing
occasionally.
We have worked our way through all the requirements needed
remain the case, then the Bitcoin Foundation can satisfy the statutory definition of an issuer,
which would make corporate governance issues within the Bitcoin Foundation all the more
relevant to investors. See Securities Act of 1933 § 2(a)(4), 15 U.S.C. § 77b(a)(4) (2012); see
generally ROBERT H. ROSENBLUM, INVESTMENT COMPANY DETERMINATION UNDER THE 1940
ACT: EXEMPTION AND EXCEPTIONS § 1.2, at 6 (2003) (offering a discussion on the definition of

an issuer).
137. The SEC has traditionally considered issues regarding management integrity to be
highly material. See Franchard Corp., Securities Act Release No. 4710, 42 SEC Docket 163
(July 31, 1964).
138. See Cohen, supra note 100.
139. The release is most likely from 2012 based on the wording. See Press Release, Mt.
Gox Co., supra note 87.
140. Accepting Bitcoins, Bitcoins, and Bitcoins, BITCOIN FOUND., https://bitcoin
foundation.org/donate (last visited Oct. 12, 2013). It should be noted that information on the
Foundation's public assets are nowhere to be found on the site.
141. See Press Release, Mt. Gox Co., supra note 87.
142. See EUROPEAN CENT. BANK, supra note 9, at 5. For a separate undated release found
on another site concerning the partnership of Mt. Gox and CoinLab, both operated by members
of the Bitcoin Foundation board, see Press Release, Mt. Gox Co., supra note 87.
143. See About Us, MT. GOx, https://www.mtgox.com/about-us (last visited Nov. 1, 2013).
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to run our exchange legally.144
Exchanges are tWically not in the business of offering investment
advice to investors; so this is quite unusual but not unexpected given
how Mt. Gox's fee-based compensation scheme relies solely on
continued interest in BitCoin and trading volume.146 To examine all of
the requirements necessary to make Mt. Gox a legal entity, there is at
least one problem (i.e., the absence of registration or an unlikely
exemption).
More importantly, as discussed in Part VI, its internal policy on antimoney laundering (AML) has, for most of its history, consisted of a
token gesture;14 7 yet, Mt. Gox has ventured to claim that "[i]t guarantees
that the business in question is a legitimate entity which has complied
with all of Mt.Gox's Anti-Money Laundering and Know Your
Customer requirements."' 48
Given how 61% of all transactions in the secondary market for
BitCoins take place in Mt. Gox, it would be important for Mt. Gox to
not deceive investors and state its true legal status in light of the facts

presented.149
VI. A SPECIAL NOTE ON BITCOIN MONEY
LAUNDERING OPPORTUNITIES

As the name suggests, money laundering is the process by which
"dirty" money from criminal activities is mixed into a normal "clean"
144. See Press Release, Mt. Gox Co., supra note 16.
145. For a company that tries to set up an alternative trading system to exclusively trade its
own securities, the SEC has allowed a passive bulletin board system, which has prohibited
among many other things, the offering of investment advice on the buying or selling of
securities and the receiving of any compensation (e.g., fees). See SEC No-Action Letter, Real
Goods Trading Corp., [1996-1997 Transfer Binder] Fed. Sec. L. Rep. (CCH) 1 77,226 (June 24,
1996); Spring Street Brewing Co., SEC No-Action Letter, [1996-1997 Transfer Binder] Fed.
Sec. L. Rep. (CCH) 77,201 (Apr. 17, 1996). Given Mt. Gox's ties to the Bitcoin Foundation,
which is responsible for creating the BitCoin issuance mechanism, it is arguable that Mt. Gox
may fall within this category of alternative trading systems. The entire motivation for this
separate arrangement for a company trading its securities in its own trading system arises from
potential conflicts of interest, as Mt. Gox has demonstrated for instance in its statement to
investors.
146. See supra note 145.
147. See AML Policies, MT. Gox (Jan. 27, 2012, 4:42 PM), https://support.mtgox.com/
entries/20920158-AML-Policies.
148. See Press Release, Mt. Gox Co., Introducing the Mt. Gox Trusted Vendor Program
(July 5, 2012), https://mtgox.com/press-release_20120705.html.
149. See Exchange Volume By Distribution, BITCOIN CHARTS, http://bitcoincharts.com/
charts/volumepie/ (last visited Nov. 8, 2013).
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supply of money." 0 The idea is to prevent authorities from tracin
proceeds from illegal activities back to the criminals themselves.'
Generally, money laundering can be divided into in three stages: (1)
placement; (2) layering; and (3) integration. 152 For the first step, money,
usually in the form of cash generated from criminal activities, is
"placed" or converted into a less bulky and noticeable form (e.g.,
diamonds). 153 In the second step, multiple financial transactions are
made to create a long and twisted trail, hence putting "layers" between
the origin of the dirty money and its eventual entrance into the clean
monetary supply.154 Finally, through a front business for instance, the
dirty money is interated into mainstream society as part of the front
business' income.
To counter these efforts by criminals to disguise illegal proceeds, the
Bank Secrecy Act' 56 and several follow-up legislative actions and
regulations aim to create a paper trail for authorities pursuing an
investigation into these activities. 57 In the case of BitCoin, the
circumstances are very similar to those of e-gold, which shut down for
money laundering violations, in that user transactions are anonymous. 58
In the context of the above three-stage framework, dirty money can now
come in two forms: regular currency or BitCoins. With the first form, a
criminal can convert the regular currency into BitCoins, get it "lost"
through a few quick anonymous BitCoin transactions on the phone or
computer,159 and integrate the BitCoins back into a regular currency. If
the original dirty money were weightless BitCoins, then there is no need
to even place or layer as the origin is already obscured by anonymity
and the dirty BitCoins can be immediately integrated into the regular
monetary supply. This is all working off of the assumption that
BitCoins do not become generally accepted as a means for settling
payments and debts; otherwise, there would be no need to perform any
placement, layering, or integration as anonymity freely mixes the dirty
and the clean.
So where can one place real currencies into BitCoins or integrate
150. See JAMES R. RICHARDS, TRANSNATIONAL CRIMINAL ORGANIZATIONS, CYBERCRIME,
AND MONEY LAUNDERING: A HANDBOOK FOR LAW ENFORCEMENT OFFICERS, AUDITORS, AND

FINANCIAL INVESTIGATORS 43-44 (1999).

151. Id.
152. Id. at 45.
153. Id. at 46-48.
154. Id. at 49.
155. Id at 49-50.
156. Bank Secrecy Act, 12 U.S.C. § 1951 (2012).
157. See, e.g., 18 U.S.C. § 1956 (2012); id § 1957; 31 C.F.R. Ch. X (2013).
158. See Gross, supra note 37.
159. This is no hypothetical scenario as some sites appear to be offering such "layering"
services. See, e.g., BITLAUNDRY, http://app.bitlaundry.com/ (last visited Oct. 13, 2013).
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BitCoins into real currencies? BitCoin RMT exchanges. A popular
destination is, of course, Mt. Gox that offers the best liquidity with a lax
AML program,160 which is better than some less well-known
exchanges 1 that appear to make no effort toward implementing an
AML policy at all. Until very recently, Mt. Gox described three types of
accounts in order of increasing withdrawal limits.' 62 The first being an
account that a user needs to submit no verification and the latter two
requiring a user to self-certify their statuses and identities.163 Assuming
Mt. Gox manages later to perform some form of the required due
diligence on its customers in the latter two account categories, ample
opportunity remained for smurfsl64 to break large cash amounts into
smaller pieces, each of which would fit inside a zero-verification
account, and never be identified much less reported. No need to wire
transfer funds to a foreign financial institution in a third world country
where government scrutiny is low when these BitCoin RMT services
are available on a mobile device connected to the Internet.
In response to this emerging money laundering problem, the
Financial Crimes Enforcement Network (FinCEN) first officially
addressed the issue in a guidance report in March 2013.165 Specifically,
it sets out to differentiate virtual currency like BitCoin from (real)
currency in that the former is not legal tender in any jurisdiction and has
yet to be generally accepted as a medium of exchange.166 With regard to
160. See Andy Greenberg, Not so Anonymous: Bitcoin Exchange Mt. Gox Tightens
Identity Requirement, FORBES (May 30, 2013, 12:03 PM), http://www.forbes.com/sites/andy
greenberg/2013/05/30/not-so-anonymous-bitcoin-exchange-mt-gox-tightens-identity-requirem
ent/. Mt. Gox has recently tightened its AML procedures to comply with FinCEN. Id. Prior to
this, Mt. Gox only required identification for large transactions and thus permitted "anyone
making trades under $1,000 to do so without a verified account." Id.
161.

See EUROPEAN CENT. BANK, supra note 9, at 21 ("Mt.Gox is the most widely used

currency exchange platform and allows users to trade US dollars for Bitcoins and vice versa.").
162. See infra note 169 and accompanying text (discussing a type of account that featured
zero hindrance to money laundering, which has subsequently been removed following
enforcement action by the Department of Homeland Security). Since late June 2013, Mt. Gox
has filed the perfunctory paperwork for MSB registration with FinCEN. See Jeffrey Sparshott,
Bitcoin Exchange Makes Apparent Move to Play by U.S. Money-Laundering Rules, WALL ST. J.
(June 28, 2013, 5:33 PM), http://online.wsj.comarticle/SBl0001424127887323873904578574
000957464468.html; see also AML Policies, supra note 147; AML Account Statuses, MT. Gox
(May, 31, 2013), https://support.mtgox.com/entries/21651045-AML-Account-Statuses. Aside
from it being in late in registering, Mt. Gox has yet to demonstrate its ability to satisfy the other
Bank Secrecy Act requirements for MSBs (e.g., suspicious activity reporting).
163. See Sparshott, supra note 162.
164. The act of smurfing is also known as structuring (i.e., avoiding the reporting
requirements mandated by the Bank Secrecy Act through the breaking of large amounts into
smaller ones, each of which are below $10,000). See 31 U.S.C. § 5324(a)-(b) (2012).
165.

See FINCEN VIRTUAL CURRENCIES, supra note 25,passim.

166. Id. at 1. This is important or some of the concerns expressed in this Article would be
moot as BitCoin would qualify for the one of the statutory exempt securities. See Securities

126

JOURNAL OF TECHNOLOGYLAW& POLICY

[Vol. I18

decentralized currencies, FinCEN states the following,
A person that creates units of this convertible virtual currency
and uses it to purchase real or virtual goods and services is a user
of the convertible virtual currency and not subject to regulation as
a money transmitter. By contrast, a person that creates units of
convertible virtual currency and sells those units to another
person for real currency or its equivalent is engaged in
transmission to another location and is a money transmitter. In
addition, a person is an exchanger and a money transmitter if the
person accepts such de-centralized convertible virtual currency
from one person and transmits it to another person as part of the
acceptance and transfer of currency, funds, or other value that
substitutes for currency.' 67
While this offers some of the much-needed guidance in a legal grey
area, it imposes the burden of registration, reporting, and recordkeeping
regulations on any individual who is engaged in RMT currency
activities. BitCoin miners who sell BitCoins in the secondary market
directly fall into this category even though it is unclear how this primary
market offering serves as a transformative step in the process of money
laundering. This initial position maintained by FinCEN in viewing such
RMT currency entities as "money services business" (MSB) may
however be adjusted to take into account that BitCoins are in fact
securities and therefore could involve FinCEN rules for brokers or
dealers in securities.168
Exchange Act of 1934 § 3(a)(10), 15 U.S.C. § 78c(a)(10) (2012) ("[BJut shall not include
currency or any note, draft, bill of exchange, or banker's acceptance which has a maturity at the
time of issuance of not exceeding nine months, exclusive of days of grace, or any renewal
thereof the maturity of which is likewise limited."). In SEC v. Shavers, an action brought by the
SEC against an alleged Ponzi schemer that used BitCoins, Magistrate Judge Amos Mozzant
opined that BitCoin itself satisfied the "money" part of the "investment of money" factor in the
Howey test, thus rejecting Shavers argument that BTCST investments (Bitcoin-related
investments) were "not securities because Bitcoin is not money." SEC v. Shavers, Fed. Sec. L.
Rep. (CCH) 1 97,596 (E.D. Tex. Aug. 6, 2013), 2013 WL 4028182, at *1. Judge Mozzant
concluded that the investments in the alleged BitCoin Ponzi scheme fit within the definition of
an investment contact, and thus were securities. Id. at *2. It should be clear that the court never
made a determination of whether BitCoin is a security or not, especially in light of FinCEN's
interpretation of what it means to be a currency under the BSA. See id.
167. See FINCEN VIRTUAL CURRENCIES, supra note 25, at 5.
168. See id. at 1, 2. So far, only one BitCoin money-transmitting entity, Exchange Coin,
Inc., has registered as an MSB. See MSB Registration Status Information: EXCHANGE
BITCOINS INC., DEP'T OF THE TREASURY (June 26, 2011). More recently, since the initial draft
of this article, the Department of Homeland Security has seized accounts on Mt. Gox pending
further investigation. See Stacy Cowley, Bitcoin Exchange Mt. Gox Lands in Feds' Crosshairs,
CNN (May 16, 2013, 5:23 PM), http://money.cnn.com/2013/05/16/technology/bitcoin-mt-

2013]1

WHEN IS BITCOIN A SECURITY UNDER US. SECURITIES LA W?

I27

If BitCoin somehow becomes generally accepted in the United
States or a large region of the country,' then no RMT currency
activities may be necessary and the problem goes from making reports
to finding a way to monitor activities within the BitCoin virtual world.
Certain researchers in computer science have claimed that it is possible
for BitCoin to not remain anonymous and for transactions to be traced
to the person in the real world.17 0 After all, each BitCoin contains its
history of owners albeit in the form of long public key strings. Many of
these claims of being able to identify BitCoin users are purely
speculation as, in practice, most thefts and account hijackings involving
gox/index.html. This is one in a spate of legal actions, including those of private entities, against
the largest BitCoin exchange. See Press Release, Mt. Gox Co., Statement Regarding Formal
Complaint (May 3, 2013), https://mtgox.com/pdf/20130503 coinlab lawsuit.pdf; Press Release,
Mt. Gox Co., Statement Regarding OKPay Integration (May 28, 2013), https://mtgox.com/pdf/
20130528_okpaystatement.pdf.
169. If BitCoin manages to gamer more popular support in its bid to become legal tender,
another issue that it must contend with is the statutory prohibitions on the private coinage of
money. See 18 U.S.C. §§ 486, 336 (2012). A modem precedent is Liberty Dollar, a precious
metal-backed private currency, which was shuttered in 2009 under violation of 18 U.S.C. § 486
amongst other charges. See A 'Unique' Form of 'Terrorism,' N.Y. SUN (Mar. 20, 2011),
http://www.nysun.com/editorials/a-unique-form-of-terrorism/87269/.
In commentary, U.S.
Attorney for the Western District of North Carolina, Anne M. Tompkins, in referring to Liberty
Dollar, describes "[a]ttempts to undermine the legitimate currency of this country [as] simply a
unique form of domestic terrorism" and adds, "[wihile these forms of anti-government activities
do not involve violence, they are every bit as insidious and represent a clear and present danger
to the economic stability of this country." Press Release, Fed. Bureau of Investigation, Charlotte
Div., Defendant Convicted of Minting His Own Currency (Mar. 18, 2011), available at
http://www.fbi.gov/charlotte/press-releases/20 11 /defendant-convicted-of-minting-his-own-curre
ncy. On the other hand, local currencies, such as scrip, have been permitted as courts have held
their uses to be limited within a certain group or geographic locale and therefore not in
competition with the national currency. See Bruce Champ, PrivateMoney in Our Past, Present,
and Future, FED. RES. BANK CLEv. (Jan. 1, 2007), http://www.clevelandfed.org/research/
commentary/2007/010107.cfm. A distinction to be made between the illegal Liberty Dollar and
the legal Ithaca Hour, another local currency, is that the former is a bidirectional RMT currency
and the latter is a unidirectional RMT currency whose purpose is to strengthen the local
economy (i.e., the lock-in effect for virtual currencies by businesses). See What are Ithaca
Hours?, ITHACA HOURs, http://www.ithacahours.org (last visited Nov. 8, 2013); Paul Glover,
Liberty Dollars vs. Community Currency, E-SYLUM (Oct. 28, 2012), http://www.coinbooks.
org/esylum_ v5n45al2.html. One factor in BitCoin's favor however is its digital nature, which
was not a feature anticipated in the nineteenth century when Congress passed its ban on the
private issuance of metallic money and notes worth less than one dollar. See 18 U.S.C. §§ 486,
336. However, since BitCoins are divisible to eight decimal places, these lower denominations
may very well be in violation of the Stamp Payments Act of 1862 (i.e., 18 U.S.C. § 336). A
telephone interview with Jill Rose, Assistant U.S. Attorney, Western District of North Carolina
(Apr. 7, 2011) discusses a reasonable likelihood of prosecution under 18 U.S.C. § 486 as
"intended for use as current money." See SEC v. ETS Payphones, Inc., 300 F.3d 1281, 1284
(11th Cir. 2002).
170. See Fergal Reid & Martin Harrigan, An Analysis ofAnonymity in the Bitcoin System,
in SECURITY AND PRIVACY INSOCIAL NETWORKS 197, 197-98 (2013).
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BitCoins go unsolved.' 7 '
The legal risks associated with money laundering for BitCoin are
very real, especially with its fostering of a black market for narcotics
and other contraband on the Silk Road.173 As it was the case with the
founders for e-gold,174 one could argue that the organizers for BitCoin
promote the use of BitCoin while knowing full well its ties to criminal
activities (e.g., the Silk Road) and making no effort to inform users of a
prohibition of such activities. Going beyond the earlier discussion of
protecting investors in financial markets, BitCoin can now, through
money laundering, abet a variety of violent crimes, such as terrorist
financing, that endanger the public as a whole.

171. See id.
172. Because a number of these businesses involving BitCoins are located abroad, it is
noteworthy to address the possibility that they do not need to comply with U.S. law. For U.S.
anti-money laundering regulations, the FinCEN has made it clear that physical location is not so
much of interest as the activity, which, if it involves persons within the United States, would fall
within U.S. jurisdiction. See Press Release, Steve Hudack, Dep't of the Treasury, Fin. Crimes
Enforcement Network, FinCEN Clarifies Money Services Businesses Definitions Rule Includes
Foreign-Located MSBs Doing Business in U.S. (July 18, 2011), http://www.fincen.gov/news
room/nr/html/20110715.html. This is a response to the prevalence of online sites of foreign
entities that are easily accessible by persons within the United States. In a similar vein, which
Congress later confirmed in the Dodd-Frank Wall Street Reform and Consumer Protection Act,
12 U.S.C. § 5301 (2012) after the decision in Morrison v. National Australia Bank Ltd, 561
U.S. 247 (2010), the SEC has ruled that businesses whose offering or sale of securities targets
U.S. persons will fall under U.S. securities laws. See Internet Offerings Offshore, Securities Act
Release No. 7516, Exchange Act Release No. 39,779, Investment Company Act Release No.
23,071, 66 SEC Docket 1869 (Mar. 23, 1998). To avoid targeting U.S. persons, businesses
engaged in offshore transactions are recommended to post prominent disclaimers in an effort to
warn away U.S. persons and to implement procedures that verify that the participants are not
coming from the United States. Id. For issuers within the United States, the SEC additionally
recommends that a password-type mechanism be implemented to filter out U.S. persons who
could otherwise participate in the offering. Id. These are not safe harbors per se as satisfying
these recommendations and others cannot be used to disguise an offering targeted at U.S.
persons (e.g., an offshore offering advertised to avoid U.S. income taxes). Id For offshore
tender and exchange offers, see Cross-Border Offerings, Securities Act Release No. 7759, 70
SEC Docket 2191 (Oct. 22, 1999). With BitCoin, the pervasive reach of its decentralized
anonymous peer-to-peer network will most likely render efforts attempting to block U.S. users
to be ineffective.
173. See Jessica Roy, Everything You Need to Know About the Silk Road, the Online Black
Market Raided by the FBI, TIME (Oct. 4, 2013), http://nation.time.com/2013/10/04/a-simpleguide-to-silk-road-the-online-black-market-raided-by-the-fbi/.
174. See Press Release, Dep't of Justice, 08-635, Digital Currency Business E-Gold Pleads
Guilty to Money Laundering and Illegal Money Transmitting Charges (July 21, 2008), available
at http://www.justice.gov/opa/pr/2008/July/08-crm-635.html.
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VII. CONCLUSION

As technology presents new and interesting innovations to the world,
the law must keep up to ensure fairness and offer protection to the
parties involved in such innovations. With virtual currencies, U.S.
securities regulations and anti-money laundering regulations may only
apply to the bidirectional RMT category, as this is where real world
investors can expect real world gains from virtual objects. In the
particular case of BitCoin in its current form, this Article strikes a
perfect balance with the "magic circle" consideration as concerns of real
world fraud and abuse call for the application of real world laws without
disrupting the fact that people can invest their real money into BitCoin.
Treating BitCoins as securities is the first step in the legal direction to
address the very real risks posed by BitCoin and similar virtual
currencies to investors and the rest of the public.
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